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Overview 
 
I have provided two code examples that accomplished the requirements for this exercise.  The first 
written using Ansible.  This example runs on Linux only.  The second I scripted using Terraform and runs 
on both Windows and Linux. 

Assumptions I have made 
 

• When passing the AWS Credentials, I am using the AWS Access Key and the AWS Secret Key not 
the AWS username and password. 

• I coded the examples to use the region us-east-2. 
• I am not checking the Instance Type to see if it is valid.  I am assuming you will enter a valid 

Instance Type. 
 
 

URLs to the video example (URLs will expire 02/15/2021) 
 

• Ansible: https://objectstorage.us-ashburn-1.oraclecloud.com/p/X80-7xOobLqvbo-
SERXXhOnZIi5kktbCxSpON1-Ov2sIJPRCp1xJLmpXTiEHt1PZ/n/idl9lvumysr2/b/bucket-20210103-
2039/o/devops_aws_exercise_ansible.mp4 

• Terraform on Linux: https://objectstorage.us-ashburn-
1.oraclecloud.com/p/1ogo43qPM1aUPDXs_6FxZjVIQgLPkvk3EFcoOaJJbFGH3SaDXfMYsNd5Drr_
WDfX/n/idl9lvumysr2/b/bucket-20210103-2039/o/devops_aws_exercise_terraform.mp4 

• Terraform on Windows: https://objectstorage.us-ashburn-
1.oraclecloud.com/p/1ogo43qPM1aUPDXs_6FxZjVIQgLPkvk3EFcoOaJJbFGH3SaDXfMYsNd5Drr_
WDfX/n/idl9lvumysr2/b/bucket-20210103-2039/o/devops_aws_exercise_terraform.mp4 

 
I did not have tools to edit the videos so I could not hide the AWS Access and Secret keys that were used 
in the videos.  The access and secret keys that were used in the video have been deleted.  

URL to the Source Code (URLs will expire 02/15/2021) 
 
https://objectstorage.us-ashburn-
1.oraclecloud.com/p/wCbD7xSw_bHQA_FnMV3MPhDPueEVqfzRvNpliStj-
zK043Ad_j3B_t6eVaZ4hL_H/n/idl9lvumysr2/b/bucket-20210103-2039/o/devops_aws_exercise.zip 
 
 
 
  



Setup Tasks 
 
IAM 
 
The first step is to create an AWS user.  Login to AWS and go to the IAM service.  Then go to users and 
click the Add User Button.  Next define a username and check the Programmatic access check box under 
Access Type and then click Next.   
 

 
Under the Set Permissions dialog select Attach existing policies directly and add the following policies. 

1. AmazonEC2FullAccess 
2. AmazonS3FullAccess 
3. IAMFullAccess 

 
The Ansible example only needs the AmazonEC2FullAccess policy where the terraform needs all three 
policies. 
 
  



Once the three policies are selected click the Next button. 
 

 
Add tags if desired and click next. 

 

 
 
  



Review the user setting and then click the Create User button. 
 

 
 
Copy the Access key ID and Secret access key or download the csv by clicking the Download .csv button. 

 

 
The Access key ID and Secret access key will be used to run the two exercises. 
 
  



Ansible 
 
Note: The ansible exercise only works on Linux. 
 
Create a bastion server in AWS to run the Ansible exercise. 
 
Login to AWS and go to the EC2 service.  Next click Instances (left hand side) and click Launch Instances 
button (top right). 
 
Select the AIM: ami-0a0ad6b70e61be944 (64-bit x86) and click the Select button. 
 

 
 
Select the instance type and click the Next button. 
 

 
 
Make any changes necessary for the Step 3: Configure Instance Details dialog and click the Next button. 
 



 
 
On the Add Storage page make any necessary changes and click the Next button. 
 

 
 
  



Add tags if necessary and click the Next button. 
 

 
 
Create or select an existing Security Group that has SSH access setup and the click the Review and 
Launch button. 
 

 
 
After Reviewing the instance details click the launch button. 
 
  



Select an existing key pair or create a new key pair and click the Launch Instances button. 
 

 
 
Once the EC2 instance is running login. 
 
Install the required software: 
 

sudo yum install python3 -y 
sudo pip3 install boto boto3 ansible 

 
Terraform 
 
Linux  
Use the same EC2 Linux instance created for the Ansible exercise. 
 
Install the required software: 
 

wget https://releases.hashicorp.com/terraform/0.14.3/terraform_0.14.3_linux_amd64.zip 
   sudo unzip terraform_0.14.3_linux_amd64.zip -d /bin 
 
Verify the Terraform installation: 
 
 terraform -version 
 
  



Windows 
Login to your windows environment. 
 
Install Terraform. 
  
 Download the following file and extract it to the local file system. 
 
 https://releases.hashicorp.com/terraform/0.14.3/terraform_0.14.3_windows_amd64.zip 
 
 Add the path to the terraform executable to the system PATH. 
 
 From System Properties click the Environment Variables button. 
 

   
 
 
  
  



Highlight the Path User variable and click Edit. 
 
 

 
 
  



Add the path to the terraform executable by clicking New and pasting in the path.  Then click OK. 
 

 
 
Install AWS CLI using the instruction from the following page. 
 
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2-windows.html 
 
Or just download the MSI from here:  https://awscli.amazonaws.com/AWSCLIV2.msi 
 
Once the AWS CLI install file has downloaded right click the file and click install.  Use the default options 
for the installation. 
 
  



Install Python 3 
 
Download the following file  
 
https://www.python.org/ftp/python/3.8.7/python-3.8.7-amd64.exe 
 
Run the install as an administrator.  Select Add Python to PATH and click Install Now. 
 

 
 
 
Open PowerShell as an Administrator and run: 
 
pip3 install boto boto3 
 
  



Download source code 
 
Linux 
 
wget https://objectstorage.us-ashburn-
1.oraclecloud.com/p/wCbD7xSw_bHQA_FnMV3MPhDPueEVqfzRvNpliStj-
zK043Ad_j3B_t6eVaZ4hL_H/n/idl9lvumysr2/b/bucket-20210103-2039/o/devops_aws_exercise.zip 
 
unzip devops_aws_exercise.zip 
 
Windows  
 
Download the zip file from the following link and extract the files. 
 
https://objectstorage.us-ashburn-
1.oraclecloud.com/p/wCbD7xSw_bHQA_FnMV3MPhDPueEVqfzRvNpliStj-
zK043Ad_j3B_t6eVaZ4hL_H/n/idl9lvumysr2/b/bucket-20210103-2039/o/devops_aws_exercise.zip 
 
 
Configure the DevOps exercises 
 
Ansible 
 

After extracting the source code change to the devops_aws_exercise/ansible directory. 
 

 cd devops_aws_exercise/ansible/ 
 chmod 755 configure.sh 
 chmod 755 run_aws_exercise.sh 
 ./configure.sh 
 
Terraform 
 
Linux 
 

After extracting the source code change to the devops_aws_exercise/terraform directory. 
 

 cd devops_aws_exercise/terraform/ 
 terraform init 
 

Run configure.py or create a Key Pair named devops_aws_exercise_tf and download it to the 
devops_aws_exercise/terraform directory. 
 
To create the key pair using configure.py we first need to configure the aws cli. 

 
Run: 

aws configure 



 
When prompted enter the AWS Access Key ID, AWS Secret Access Key, and Default region 
name.  Set the region to us-east-2. 
 
Once aws cli has been configured run the python script configure.py and change the permissions 
on the downloaded key file. 
 
Run: 

python3 configure.py 
chmod 600 devops_aws_exercise_tf.pem 

 
Windows 
 

After extracting the source code change to the devops_aws_exercise/terraform directory. 
 

 cd devops_aws_exercise/terraform/ 
 terraform init 
 

Run configure.py or create a Key Pair named devops_aws_exercise_tf and download it to the 
devops_aws_exercise/terraform directory. 
 
To create the key pair using configure.py we first need to configure the aws cli. 

 
Run: 

aws configure 
 
When prompted enter the AWS Access Key ID, AWS Secret Access Key, and Default region 
name.  Set the region to us-east-2. 
 
Once aws cli has been configured run the python script configure.py and change the permissions 
on the downloaded key file. 
 
Run: 

python configure.py 
 
  



Run the DevOps exercises 
 
Note:  Access Keys and Secret Kes in these examples have been deleted. 
 
Ansible 
 

Example: 
./run_aws_exercise.sh aws_access_key_id aws_secret_access_key instance_size instance_name 
file 
 
Run the following updating the parameters for your environment: 
 
./run_aws_exercise.sh AKIXXXXXXXXXXXXD5GI RO99kDS32332frgF+Mr8R8F/jGZRG2Ym30Lw46 
t2.micro aws_test1 /home/ec2-user/test.txt 

 
Terraform 
 
Linux 
 

Change to the directory that holds the terraform code. 
 
Run the following updating the parameters for your environment: 
 
terraform apply -var 'access_key=AKIXXXXXXXXXXXXD5GI' -var 
'secret_key=RO99kDS32332frgF+Mr8R8F/jGZRG2Ym30Lw46' -var 'uploadFile=/home/ec2-
user/test.txt' -var 'instance_size=t2.micro' -var 'instance_name=aws_test' -auto-approve 

 
Windows 
 

Start Powershell as an administrator. 
 
Change to the directory that holds the terraform code. 
 
Run the following updating the parameters for your environment: 
 
terraform apply -var 'access_key=AKIXXXXXXXXXXXXD5GI' -var 
'secret_key=RO99kDS32332frgF+Mr8R8F/jGZRG2Ym30Lw46' -var 
'uploadFile=C:\devops_aws_exercise\terraform\test.txt' -var 'instance_size=t2.micro' -var 
'instance_name=aws_test' -auto-approve 

 
 
  



Resource Cleanup 
 
For the terraform exercise you can remove the EC2 instance and all the resources by running the 
following.  Update the parameters for your environment. 
 
terraform destroy -var 'access_key=AKIXXXXXXXXXXXXD5GI' -var 
'secret_key=RO99kDS32332frgF+Mr8R8F/jGZRG2Ym30Lw46' -var 
'uploadFile=C:\devops_aws_exercise\terraform\test.txt' -var 'instance_size=t2.micro' -var 
'instance_name=aws_test' -auto-approve 
 
 
For the Ansible exercise you will need to manually remove the EC2 instance and all the resources that 
were created. 
 


